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1 DriveLock Linux Agents

DriveLock supports assigning centrally stored policies to DriveLock agents running the

Linux operating system.

The functionality of Linux support is currently limited to locking external devices and drives
connected to Linux clients via a USB interface, plus some application control functions. This
gives administrators control over the usage of devices, drives and applications, on
DriveLock Linux agents as well, so that these client computers are reliably protected from
malware attacks. In addition, the EDR functionality can be used to evaluate some DrivelLock
events and create corresponding event filter definitions.



{oriveLock 2 System Requirements

2 System Requirements

2.1 Supported Linux distributions
DriveLock supports the following 64-bit Linux distributions (as listed below and higher):
* CentOS 8
* Debian 11
* Fedora 34
* IGEL OS 11.05
* Red Hat Enterprise Linux 5
e SUSE 15.3
e Ubuntu 20.04
2.2 DriveLock configurations

The following configuration requirements must be met to manage DriveLock Linux Agents
in a DriveLock environment and control the use of their USB interfaces.

Complete installation and configuration of DriveLock with

* DriveLock Management Console (DMC): starting with version 2021.2
* DriveLock Enterprise Service (DES): starting with version 2021.2
 DrivelLock Linux Agent (on the Linux clients): starting with version 2021.2

@ Note: Please ensure that the same DriveLock version (or higher) is installed on the
DES and on the DriveLock Agent.
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3 Installing the DriveLock Agent

3.1 Installation instructions

Follow these steps to install the DriveLock Linux Agent on your Linux clients.

& Note: Please note that the installation is different for IGEL clients.

1. Copy and extract the drivelock.tgz file on your Linux clients. It is included on the
DriveLock ISO image.

2. The file contains the drivelockd-install.sh installation script . Run this script (see also
Installation parameters).

o Warning: To run scripts on the Linux client, you must have administrator rights
(see figure).

:-5 sudo ./drivelockd-install.sh
[sudo] password for test:
Drivelock self extract installer
extracting archive...
install to path [suggest: 'Jfopt/drivelock']:
drivelock server url [format: http(s)://<server=:<port=]: https://192.168.8.249:6067

drivelock tenant [default: root]: kav

drivelock tenant join token [default: none]:
installing drivelock linux agent to: '/Jopt/drivelock'
setting server to: 'https://192.168.8.249:6067'
setting tenant to: 'kav'

starting agent ...

3. Enter the following:
* Installation path: The defaultis /opt/drivelock, but you can also specify a dif-
ferent path.

* DES and port: Enter the server URL in the format 'https://<Server-
>:<Port>'here.

* Tenant: The default is 'root’, but you can also specify a different tenant (in the fig-
ure kav).

* Join token: a join token can be specified here or the line can be left empty.

4. The DrivelLock Service starts as soon as the DriveLock Linux Agent has been com-
pletely installed.

5. If you experience errors during installation, we recommend restarting the Linux client
to ensure that all DriveLock messages are displayed in the Linux client's user interface.
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@ Note: The Linux client only displays messages when devices are connected or
disconnected (as popups), the DriveLock Agent does not have its own user
interface here.

3.2 Installation parameters

To install the DriveLock Linux Agent on your Linux clients, you can optionally use installation
parameters. To display the individual parameters, open the installation script with the para-
meter -h (see figure).

:-$ sudo ./drivelockd-install.sh -h
Drivelock self extract installer
extracting archive...
usage: .fdrivelockd-install.sh [options]

options:
-h]--help print this help message
-c|--custom-part create a custom partition package
-i|--inﬁtall <PATH> install into path
s|--server <SRV=> server
-t]|--tenant <TENANT= tenant
-j|--jointoken <TOKEN> tenant join token
-d|--debug set debug logging level
-r|--remove unintall drivelock

You can specify the following installation parameters:

* —h: Displays help for the installation parameters

* —c: This parameter only applies to IGEL clients. Here you enter the Custom Partition
Package you want to use.

e —i:Enter the path to the DrivelLock installation directory. The default is the current
working directory, but you can also specify a different path.

» -s: Enter the server here in the format https://<server>:<port>'. See figure
above.

e —t: Enter the tenant, the default is 'root'.
* —7j:Set ajoin token during the installation. More information here.
e —d: Sets the local log level
e —r:Uninstalls the Drivelock agent
3.3 Installing the DriveLock Agent on IGEL clients

Follow these steps to install the DriveLock Linux Agent on your IGEL clients.
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1. Copy and extract the tar -xzf drivelock.tgz file on your Linux clients. It is included on
the DriveLock ISO image.

2. The tar file contains the drivelockd-install.sh installation script.

Run this script with the parameter -c (see figure).

test@testub:~/igel_custom_partition$ ./drivelockd-install.sh -c

Drivelock self extract installer

extracting archive...

install to path [suggest: '/home/test/igel_ custom_partition']:

drivelock server url [format: http(s)://<server>:<port>]: https://192.168.8.207:6067
drivelock tenant [default: root]:

installing drivelock linux agent to: '/home/test/igel custom partition'

setting server to: 'https:/f192.168.8.207:6067"

setting tenant to: 'root'

path to save custom partition package [default: '/home/test/igel custom partition']:
custom partition package name [default: 'drivelock']:

See Installation parameters for more information.

3. Enter the following:
* Installation path: The default is the current working directory, but you can also
specify a different path (in the figure /home/test/igel custom par-

tition).

* DES and port: Enter the server URL in the format 'https://<Server-

>:<Port>' here.
* Tenant: The default is root, but you can also specify a different tenant.

* Path and name for the user-defined IGEL OS partition files. By default, these files
are created in the current working directory.

@ Note: You do not need root rights for this process.

4. Once the script is finished, the IGEL OS partition files drivelock.inf und drive-
lock.tar.bz2 are generated and located in the path specified in the above step.
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test@testub:~figel_ m_partition$ 1s
total 42224
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-TWXI-XI-X%
-TW-r--r--
-TW-T--r--
-TWXI-XI-X
-TWXM-Xr-X%
-TWXIM-XI-X%
-TW-r--r--
-TW-r--r--
-TWXI-Xr-X
-TWXI-XI-X

test fe 4096 Feb 19

test fe 4896 Feb 19

test fe¢ 4096 Feb 14 bin

test te 1632 Feb 4 dl_getinfo

test te 36864 Feb 19 DLSettings.db3
test te 36864 Feb 19 DLSettings.db3-ini
test te 3723 Feb 4 drivelock-ctl

test te 14694959 Feb 14 drivelockd-install.sh
test fe 213 Jan T drivelockd.service
test te 72 Feb 19 drivelock.inf

test fe 13974612 Feb 19

test te 14451584 Feb 19 drivelock.tgz

test fe 127 Jan 7 run

3
5
2
1
1
1
1
1
1
1
1
1
1

5. Next, configure the UMS server.
3.3.1 Configuring the UMS server

Please do the following:
1. Upload the drivelock.inf and drivelock.tar.bz2 files to the UMS server.
2. Open the UMS Console.

3. Inthe UMS Console, navigate to Files -> New File -> Upload local file to UMS

server.

4. Set Root as Owner (see figure).

T
(W}
L
i
L
mn
L
=
I
I
[}
o
|
L
L
i
T
L

Source URL tps:ISUP-MUC-D

Classification | Undefined v

Devices file location |

Access rights Read Write Execute
owner [ [ [+
Others [ [} ]

$€aner | Root ¥

5. Repeat the same for the drivelock.tar.bz2 file.

6. Inthe UMS system, create a new profile, e.g. drivelock.
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7. In the UMS Console, navigate to Profiles -> New Profiles -> Profile Name.

8. Edit the created profile and activate the Custom Partition as follows (see figure):
1. Navigate to System -> Firmware Customization -> Custom Partition -> Par-

tition
Unlock Enable Partition

Check Enable Partition

2.
3.
4.

5. Keep /custom as Mount Point.

. IGEL Universal Management Suite 6

Set size of the partition to 150 or 200 MB

drivelock

4 > i stem P Firmware Customization ® Custom Parfition * Partition

Configuration 2 Aa W Enable Partition

v IGEL Universal Managem Size QA ‘mum |
¥ [ Profiles (3)
/7 24_5_Test

/7 Test
=
4 Master Profiles (0)
» X Template Keys and Gn
= Firmware Customizatic
> [ Devices @ . Time and Date
n Mobile Devices (0) » W Update
AL Shared Workplace Usefl » [l Remote management

Mount Point A ‘icustom |

K views (0) » Il Remote Access
£ Jobs (0) » [ Power Options
v E Files (5) ¥ [ Firmware Customization

¥ 3 Custom Partition

B Partition
. Download

W Custom Application
» [ Custom Commands
» M Corporate Design
» [ Environment Variables
. Features
. Registry

¥ |73 drivelock (2)
[ drivelockinf
B drivelocktar.bz2
E CARoot-Cert_sup-
E CARoot-Cert_sup-
E sup-mucts0q_Citri
E sup-mucts0i_do
» [ Universal Firmware Ug

Connected to 172.20.8.22 as ad
Apply and send to device

9. Specify the download source.
1. Navigate to System -> Firmware Customization -> Custom Partition ->
Download

2. Click [+] to add a Partition Download Source.

3. Add the download URL http(s)://<server>:8443/ums_file-
transfer/drivelock.inf

4. Enter the user name and password to download the file. To confirm the user

10
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has access, test in browser.

X ‘Q‘ Q, https://172.20.8.22:844 3 fJums_filetransfer/drivelock.inf Q, suchen

L} Meistbesucht @ Erste Schritte @ Microsoft Active Direc...

Authentifizierung erforderlich >
0 https://172.20.8.22:8443 verlangt einen Benutzernamen und ein Passwort, Ausgabe der Website:
y "IGEL UMS File Transfer Realm”
Benutzername: | | |
Passwort: | |

Abbrechen

10. In the next step, enter the following (see figure):

Set Initializing Action to /custom/drivelock/drivelock-ctl start.
Set Finalizing Action to /custom/drivelock/drivelock-ctl stop.

. IGEL Universal Management Suite &

stomization ® Custom Partition » Download

Configuration

v IGEL Universal Managem| Automatic Update
¥ 7 Profiles (3) No

/7 24_5 Test
A Test Usernterface https://172.20.8.22:8443/ums_filetransfer/drivelock.inf
Network
B _ A ] Automatic Update
/4 Master Profiles (0) De
» X Template Keys and Gr URL a A [npsi72.208 2284430ms_mietransren|

= Firmware Customizatiq User name QA |admm |

> i 3 Timi a
] Devices (3) B Time and Date = d QA|
aSSWOr

‘ Mobile Devices (0) » Il Update |
Initializing Action Q A |qustumidrlveluc)ddnveluck—cll start |

AL shared Workplace Us<fl » Il Remote management

§ Views (0) » [ Remote Access
£ Jobs (0) » M Power Options Finalizing Action QA |qustumidrlveluc)ddnveluck—cll stop
v B Files (8) ¥ [3 Firmware Customization
¥ By drivelock (2) ¥ [ custom Partition
- B Partition 0Ok
E drivelock.inf B Download

E drivelock tar.bz2
[ CA-Root-Cert_sup-
E CA-Root-Cert_sup-
B sup-mucts01_Citri
E sup-mucts01_do
[ Universal Firmware Ug

B custom Application
» [ Custom Commands
» M Corporate Design
» [ Environment Variables
‘ Features
‘ Registry

Search

Connected to 172.20.8.22 as ad
Apply and send to device Save Cancel

@ Note: Please note that the Mount Point matches the mount point configured
in step 8.

Disable USB access control on Thin Clients.
Navigate to Devices -> USB access control -> uncheck Enable.

11
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drivelock

Enable
Default rule Allow v

Default permission Read/\Write v

| Class ID | MName
HID {Human Interface Device) Allow HID

Security

|Vendor ID | Product ID | Device uuid | Permission | Name

Apply and send to device Save Cancel

12. Assign the DriveLock profile to the Thin Clients.
1. Navigate to Devices -> Client. Drag and drop the DriveLock profile icon to the
Thin Client.

2. As per requirement, select Now or By next reboot to activate the changes.

12
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4 Configuration settings

4.1 Recommended procedure

To configure the DriveLock Linux Agent, we recommend following the procedure below:

1. Start by creating a DriveLock group (static or dynamic) that includes your Linux
agents.
This makes it easier to assign the policy you configure for your Linux agents later.
Select the filter criteria OS type Linux as group definition.
The figure below shows the dynamic Linux group with description All Linux clients
and filter criterion OS type = Linux.

Linux_Group

Type Group name Definition "
& Definitions

v 2 Linux Group and(eq(inv:0sType,Linuxj) OStype = ‘Linux'

LD test

For more information on DriveLock groups, refer to the administration documentation
at DriveLock Online Help.

2. To use a different tenant for your DriveLock Linux agents, select another one. For
more information on using tenants, please also refer to the Administration Guide.

3. Create a new centrally stored policy for your Linux clients, name it accordingly (e.g.
‘Linux policy') and start with Global settings.

4. Depending on whether you want to control the use of devices, drives or applications,
set the appropriate settings.

5. Assign the 'Linux policy' to your DriveLock group. You can also assign to All Com-
puters if you do not want to use a group.

4.2 Policy settings for DriveLock Linux Agents

Use the following settings to configure the policies you want to assign to DriveLock Linux
Agents:

* Global configuration: Settings, Server connections, Trusted certificates
* EDR: Events (General Agent events, Device and Drive events), Event filter definitions
* Drives: Removable drive locking, Drive whitelist rules

* Devices: Device class locking, Device whitelist rules, Device collections

13
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* Applications: scanning and blocking mode setting, local whitelist learning settings,
special rule, file properties and application hash rule

o Warning: Please note that the settings for drives and devices for DriveLock Linux
agents are limited to controlling the USB interface.

The configuration of your 'Linux policy' depends on the specific requirements for your
DriveLock Linux Agents.

Here are two scenarios for device settings (applicable to all users of the Linux clients):

* You want to allow the usage of Human Interface Devices, e.g. keyboards, but want to
lock specific keyboards: create a device rule where you only list the devices you want
to lock (blacklist mode).

* You want to block the usage of USB drives, e.g. USB flash drives, but want to allow spe-
cific USB flash drives: create a drive rule where you specify the allowed USB flash
drives (whitelist mode).

o Warning: The device and drive classes in Windows and Linux do not always match.
DriveLock currently uses the hardware ID of the device or drive that will be locked
(or allowed) on the DrivelLock Linux Agent as match criteria.

4.2.1 Global configuration

1. Open the Settings section to configure the following:
* License: Add the licenses you have purchased for your Linux agents.

* Remote control settings and permissions: On the Permissions tab you can
add the users that are allowed to take action on the Linux agent, such as chan-
ging the configuration.

* Event message transfer settings: Make sure to check the Enable event for-
warding to the DriveLock Enterprise Service option on the Server tab. The
second option, Report agent status to server, allows you to specify the inter-
vals for sending agent alive messages to the DES.

* Advanced DrivelLock Agent settings: On the Intervals tab you can set the
intervals for loading the configuration from the server.

* Settings for logging: Logging level, Maximum log file size in MB and Time
until automatic deletion of old log files.

2. In the Server connections section you can add a new server, if required.

14
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3. In the Trusted certificates section you select the certificates for the secure com-
munication between the DriveLock Management Console and/or the DriveLock Linux
Agents and the DES.

@  Note: For more information about all settings, see the corresponding chapter In the
Administration documentation on drivelock.help.

4.2.2 Events and alerts

The Risk & Compliance feature offers an optimized display of individual events combined
with various filter options.

For DriveLock Linux agents, the following event categories are important: Application con-
trol, General agent events and Device and Drive events. See Events for a detailed list.

You can log events in the Windows Event Viewer or on the DriveLock Enterprise Service, but
not in SNMP or SMTP.

The following settings are currently available for Linux agents.
4.2.2.1 EDR: Event settings

Example of how to configure drive event 110, which indicates that a drive is connected to
the DriveLock Linux Agent and that it is not locked.

1. In the Events and Alerts node, open the Events sub-node. Doubleclick the event in
the Drive events section. Currently only the settings on the General tab are available
for Linux agents (see figure).

2. The System Event Log (Windows Event Log) option is the default, but you can also
select DriveLock Enterprise Service to save the events in the event log on the DES.

3. If required, you can also check the Suppress duplicate events option.
4.2.2.2 Event filter definitions

On Linux agents it is possible to apply event filter definitions to the events available for
Linux.

You can filter

* by filter criteria,
* by computers (with computer names or Drivelock groups)

* and by times.

15
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Event filter definitions can be used to reduce the number of events in the DOC event view,

making it easier to find relevant events.
4.2.2.2.1 Create event filter definitions

Example: Event 238 (remote control access) - generates a large number of events during a
session. To reduce the number and restrict only to certain ones, specify filter criteria with cer-
tain parameters.

Please do the following:

1. Right-click the Event filter definitions subnode in the EDR node and select New...
from the menu. A list of available events is displayed. Select the event 238.

2. On the General tab, check the Windows Event Log and DriveLock Enterprise Ser-

vice options.

Lf Glokal canfiguraticn Enter test here “F| Enter test hese ¥ | Erter te.. '.|’| Enter test hese '.|’| Erter test b, 7| Enter bedt b, ¥
v 5% EDR
I Drivelock Events There are Properties T x
T} 3rd party events
7 Event filber . Computers  Networks  Time bmis  Usage:
< Re d New » Event filter definitian...
& " Sponse T Remate corirol: Funcion called (238
Alest cat Al Tasks ¥
Er caege Calegory General agpert evertis | Agert remate cansl
= Alest definit View "
& Drives )
159 Devices Mew Windaow from Here Descnption | Remote cantrol- Function calied (238)
s Nel-njmk.prchle Refresh 4 Active
[@ Applications )
& Encryption Bpart List-.
: _ Fecord svents using [ Windows Evert Leg
o Defender Mana Propesties
B Security avarer [ Drivelock Erempess Senvice
B Inventary and Help [ E-Mal (SMTP)
L Operating system manager [ sume

Q Management cansale

3. On the Filter criteria tab, select the parameters to filter by. By clicking the Add but-
ton you can select the appropriate criteria and the operators.
In the example above, one criterion would be the function name GetAgentStatus.

Then the DriveLock Agent will send only the relevant events.

16



{priveLock 4 Configuration settings

¥ Fembentrolle: Funktic.., Femkentrolls Funktion .. 238 Al

Properies ? b4

Migemein  Fiteiriiefsn Compuber Metzwerhe  Zeflen  Verkndpfungen

Beschreiung
CIXUND fale Unterknbernen mitssen Gbemngtimmen)
|,|_” 2 : Furichon name
L = GetAgent Status

Hinofigen Entfemen Beartsiter..

ok [ coesl | [ oo

Properties 7 kS

General Fltercibena Computers  Networks  Time limes  Lsage

Descsplion
8 AND (al subcrberia sust match) 1
w2 Funkdionsname i
L « GetAgert Siatus
Add w Rrmowe Eir

el | [ e

4.2.3 Drives
4.2.3.1 Drive settings

In the Drives node, select Removable drive locking and then doubleclick the USB bus
connected drives option.

The Removable drive locking section provides two choices for your Linux policy:

@ Note: Note that only the settings on the General tab apply to Linux policies.

17
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1. Select the default option Deny (lock) for all users (default):
This setting blocks the use of all drives connected via the USB interface for all users.
You will need to define a whitelist rule that allows specific drives to be used.

Select Allow (for all users):

This option allows users to connect all drives over the USB interface. You will need to
specify the drives you want to block in your drive rule.

4.2.3.2 Drive whitelist rules

To configure a drive rule (as whitelist or blacklist), please proceed as follows:

1. In the Drives node, select Drive whitelist rule. Open the context menu, select New
and then Hardware ID rule.

2. On the General tab, please enter the drive’s hardware ID. This ID consists of the
vendor ID (VID), product ID (PID) and revision number (REV).

3. On the Permissions tab, specify whether to deny (lock) or allow the drive (depending
on your removable drive settings).

’

In the figure below, the USB drive with hardware ID USB\VID_058F&PID_6387&REV_0105 is
locked for use.

Warning: Please note that you cannot use the option '‘Deny (lock) but allow
access for defined users and groups' on Linux agents.

f ¥ Default company policy - Zentr;

&% Global configuration
2% EDR
v [&] Drives
{5 Settings
Remuovable drive locking

Vendor IDV/ Rule type

Module name

Enter text here

S| Enter text here

Serial number

S| Enter text here

Status
S| Enter text h... ﬂ

ardware |D

USB\VID_053F&PID...

Locked

q

& [ o

Drive whitelist rules

% Whitelist template ru
File filter templates
Drive collections
Authorized media

|59 Devices

<= Metwork profiles
[@] Applications

& Encryption

 Defender Management

Mew drive exception Properties ? >
Logged on users Drive |etters Awareness Messages
Encr':rptinn Options Drive scan Commands

I General . Permissions
IHardware 1D | LISEWID (J58F&FID 6337EREV 0105
This type of rule is based on the Windows hardware |0 {e.g. "USBSTORY

DigkVendor_Product™) and is provided mainly for upgrading from other
endpoint security solutions to DrivelLock.

Active

Fiter / Shadow  Time limits

Computers  Netwarks
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4.2.4 Devices
4.2.4.1 Supported device classes for Linux agents
The following DriveLock device classes are currently supported for Linux:

* Devices:
* Debugging and software protection devices (WinUSB, ADB) -> corresponds to

Linux "Diagnostic Device class" (DC)
* Printers -> corresponds to Linux "Printers class" (07)

* Human Interface Devices (HID) -> corresponds to Linux "Human Interface
Devices class" (03)

e Modems, network adapters -> corresponds to Linux "Communications & CDC

control class" (02)
e Scanners and cameras -> corresponds to Linux "Image class" (06)
* Smartcard readers -> corresponds to Linux "Smart Card class" (0B)

* Sound, video and game controllers -> corresponds to Linux "Audi-
o/Video/Audio&Video classes" (01]|0e|10)

* Controllers and Ports:
* Bluetooth transmitters -> corresponds to Linux "Wireless Controller Class" (e0)

» USB controllers -> corresponds to Linux "Hub class" (09)
4.2.4.2 Device settings
In the Devices node, select Device class locking.
This section provides two choices for your Linux policy:

1. Open the Controllers and Ports section and doubleclick USB controllers. This set-
ting lets you block or allow the complete USB interface of the Linux Agent.
The following options are available:
a. Leave the setting as it is.
You do not check the Enable controlling devices of this device class option.
This is the default setting: Not configured (not locked).

b. Lock the USB interface.
Check the Enable controlling devices of this device class option and then
select Block device. This means that you will need to configure appropriate
whitelist rules for the devices you want to allow.

19
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c. Allow the USB interface.
Check the Enable controlling devices of this device class option and then

select Allow device. This means that you will need to configure appropriate

rules (blacklist) for the devices you want to block.

d. If you select the Machine Learning option, all devices that are connected to the

Linux Agent during installation are entered into a local whitelist and thereby
allowed. Note here that the devices must also remain connected when the Linux

agents are started. All other devices that are connected later are blocked.

2. Open the Devices section and doubleclick Human Interface Devices.

@ Note: Please note that only some of the device classes available for Windows
policies have a counterpart on the Linux side.

Human interface devices (HID) are selected in the figure.

W Mone - Centrally stored Drivelo
¥ Global configuration
2% EDR
Drives
~ [T Devices
03 Settings
v Device class locking
< Controllers and Ports
{1 Devices
[j Smartphones
£ Bluetooth
‘% Computer templates
= Device whitelist rules
&5 Device collections
< Metwork profiles
[@] Applications
& Encrypticn
- Defender Management
F5l Security awareness
% Inventory and vulnerability s
) Operating system managenr
Management console

Device class

% Biometric devices

Debugging and software protection devices (WinUSE, ADB)

ePassport reader devices
E:d:errlal display adapters

uman Interface Devices

® IEC 61883 (AVC) bus devices

{3 In-circuit emulator devices

i} Media Center Bxtender devices

£ Media player / Portable devices
w3y Modems

< Metwork adapters

&f PCMCIA and Flash memory devices
i) Printers

K51 Scanners and cameras

Far Secure Digital host controllers
Sensor devices

[ SideShow devices

{3 Smartcard readers

Seund, video and game controllers
(@ Tape drives

Virtualization devices (VMware)

Value

Met configured (Mot locked)
Not configured (Not locked)
Not configured (Not locked)
Mot confiqured (Mot locked)

Human Interface Devices Properties ? P4
General | Awareness
9
&j- Human Interface Devices
]

Enable controling devices of this device class

Default action when a device of this class is connected and no whitelist
nule is present

(®) Block device () Allow device
& Locking is enabled on this class: only the devices of this type

contained in computer templates or device/bus whitelist nules are
allowed.

Machinedeaming: Leam devices during installation, allow these
devices and block any device connected later

Audtt device events for devices of this type

[] Do nat show user notifications for devices of this type

[] Disable locked devices in device manager

Do not lock system devices of this type

[ Do not restart these devices when another user logs on

The same dialog is displayed as described above:
a. Check the Enable controlling devices of this device class option and then

select Block device.
All HID devices connected to the USB interface are blocked after the policy is

assigned to the DriveLock Linux Agent. You must configure an appropriate

whitelist rule for the devices you want to allow.

b. Check the Enable controlling devices of this device class option and then

select Allow device.
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All HID devices are allowed. This means that you will need to configure appro-
priate rules (blacklist) for the devices you want to block.

c. You can also select the Machine Learning option.

d. Keep the default options checked. None of the other options are relevant for
Linux agents.

4.2.4.2.1 Device whitelist rules (for USB controllers)

To configure a device rule (as whitelist or blacklist) for USB controllers, please proceed as fol-

lows:

1.

In the Devices node, open the Device whitelist rules subnode; select Controllers
and Ports and then USB controllers (see figure).

Open the context menu, select New and then Device or bus....
None of the other options are relevant for Linux agents.

On the General tab, select the Device radio button and find the device you want to
lock or allow (depending on whitelist or blacklist mode).

In the Select devices dialog you can display the devices that are installed locally or
the devices that are currently connected to the DriveLock Linux Agent (on Agent).
Note that the DriveLock Linux Agent must be online if you choose the ‘on Agent’
option.

On the Permissions tab, specify the appropriate Device locking behavior.

o Warning: Please note that you cannot use the option '‘Deny (lock) but allow
access for defined users and groups' on Linux agents.

In the figure below the USB controller with the ID PCI\VEN_15AD&DEV_0770&SUBSYS_
077015AD&REV_00 is allowed and has the status not locked.
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W Linux - Centrally stored DriveLock policy
¥ Global configuration
2% EDR
[& Drives
~ |3 Devices
{05 Settings
Device class locking
ELy Computer templates
~ |39 Device whitelist rules
w < Controllers and Ports
°g' 1394 (Firewire) controllers
# Bluetooth transmitters / radios
) Infrared interfaces
[= PCMCIA controllers
== USB controllers
{7 Devices
[ Smartphones
&4 Device collections
= Network profiles
[@] Applications
& Encryption
[@] Authentication
Eg Security awareness
Qﬁ' Systems management

Management console
= oo Windows Defender

Computers
I General I

Description

Device class

Comment

|5tandard Enhanced PClto USB Host Controller

Type Descr\pt\’sn Hardware ID Status Comment Unique identifier
Entert... V‘ Enter text here 7| Enter text here *F| Enter text here Y| Entertext h... | Enter test h... ﬂ
i I Gepepnc LISE HL LISBAYID OEOEPIN G008 Ry 0100 Lot locked f1c67b0d-4168...
‘ F Device Standard Enhan... PCNVEN_15AD&DEV_077085UBSYS 077015... Mot locked I cac88510-e51f...
5 4 Select device Properties ? x
Networks Users Options Installed devices  Device Scanner database
Pemi A Time limit
S = e Curently installed devices (@) local O on Agent Connect

@ USE controllers

Device name

Options [[] Do net restart device on user change
Scope (O Bus

Bus identifier

@) Device

Hardware 1D

==:-| PCI"VEN_15AD&DEV_077085UBSYS_07701 5AD&F|

Compatible (additional) hardware 1Ds

PCAVEN_15AD&DEV_07708REV_00

Add...

Remove

0K Cancel

Apply

4.2.4.2.2 Device whitelist rules (for devices)

18 Generic USE Hub

| 8N Generic USB Hub

J8H Standard Enhanced PClto USB Host Cortraller
J8l| Standard Universal PClto USE Host Controller
/8 Standard USB 3.0 eXtensible Host Controller -..
J8 USB Composite Device

Hardware 1D
USE\VID_OEDF&PID_0002&REV...
USB\WID_DEDF&PID_DDOZEREV.
PCI"VEN_15AD&DEV_0770451)..
PCI\VEN_15AD&DEV_0774451)..
PCIMVEN_T5AD&DEY_0779&50..
USB\VID_DEDF&PID_DDO3AREV.

Refresh

Hide system devices

OK Cancel

To configure a whitelist rule for devices, proceed as explained in Device whitelist rules (for
USB controllers) except that you select Input Devices (HID) in the Device whitelist rules

sub-node.

All other steps are identical.

In the figure below, the USB device with the hardware ID USB\VID_OEOF&PID_0003&REV _
0102&MI_00 has the status Not locked.

£} Devices
E Smartphones
ES Computer templates
~ [E Device whitelist rules
<1 Controllers and Ports
~ {1 Devices
& Biometric devices

1 Debugging and software protection devices

&2 ePassport reader devices

[_] Extemal display adapters

@ Human Interface Devices

%" IEC 61833 (AVC) bus devices
&2 In-circuit emulator devices

8 Media Center Extender devices
£ Media player / Portable devices
=1 Medems

-5 Metwork adapters

mm8 PCMCIA and Flash memory devices
Printers

Scanners and cameras

B

s> Secure Digital host controllers
[¥] Sensor devices
SideShow devices
EJ Smartcard readers
] Sound, video and game controllers
[=] Tape drives
&2 Virtualization devices (VMware)
E Smartphones
&} Device collections
e Nebwnrl nenfiles

|| Type Description Hardware D
Entert.. F| Enter text here V‘ Enter text here

Status
7| Enter text here

Comment
V| Enter text h... | Enter text h... ﬂ

Unique identifier

Device class - Human Inteface Devices

Commert ‘

Options [ ] Do not restart device on user changs

Scope () Bus
Bus identfier

(® Device
Hardware ID

[—— = ‘ USB\WVID_OEOF&PID_DDO3EREV_0102&MI_00

Compatbls (additional) hardware IDs

USB\Class_0345ubClass_00&Prot_00

0K

Cancel
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Add

W USB Input Device
| 9 USB Input Device

P Device USE Input Device  USB\VID_OEOF&PID_0003&REV_0102&MI00  Not locked I 6d39dbda-c64...
Device Propertie ? Select device Properties 7 X
Networks Users Cptions Installed devices  Device Scanner database
Permissions Awareness Time limits
Curently installed devices (@) local ) on Agent Connect
Description ‘USB Input Device |
Device name Hardware 1D

USB\WID_OEOF&PID_DD034REV.
USB'WID_OEOF&PID_DOD3&REV.

Remove

Refresh Hide system devices

oK Cancel

Apply
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4.2.4.2.3 Android and Apple devices

Creating rules for Android and Apple devices is also supported, see the figure below. Similar
to other device categories, you need the hardware ID or serial number of the device to do

so. On the Permissions tab, you can set the appropriate blocking settings.

s

= Operating system rnanagerr

W8 MNone - Centrally stored Drivelo|| Type Description Hardware D Status
& Global configuration Enter t... ‘?| Enter text here ‘?| Enter text h... ?| Enter text here
= EDR
X ) ? Device  Android Device: OnePlus ...  USBAVID_2A70.. Locked
[&l Drives
v |39 Devices Mew whitelist rule Properties ? x
{03 Settings
W Device class locking Time limits Computers Networks Logged on users Options
<1 Controllers and Ports General Pemissions Fitter  Shadow Awareness
£} Devices Description | droid Device: OnePlus AS00D |
[ smartphones
% Bluetooth Device class | ©5 Android devices
'=ﬂ Curﬁputer_terjnplates Comment | |
w = . Device whitelist rules
<1 Controllers and Ports [] Active
i} Devices
w D Smartphones Vendor ID | |
W Android devices Product D | |
® Lpple devices
222 BlackBerry device Hardware D [USB\VID_2A04PID_F003 |
Mebile ph
g p;ml ;E hz:zi " (] Only allow selected serial numbers |
2 Windows Mobile Serial number Comment Add...
=5 Device collections
] Remove
< Metwork profiles
[@] Applications Edit...
& Encryption
7 Defender Management
Bl Security awareness
% Inventory and vulnerability s Cancel Apply

Management console

The agent identifies a device as an Android or Apple device if it appears in the list of devices
that is installed with the Drivelock Agent. The list contains the product and vendor IDs (or
serial numbers); when connecting the respective device, the IDs are compared.

This list is located in the system in the /etc/udev/rules.d/ directory in the 51-drivelock-

apple.rules and 51-drivelock-android.rules files.

@ Note: The list can be extended. If you need assistance with this, please contact our

support.
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4.2.4.2.4 Devices collections

You can use device collections on Linux agents. They simplify managing devices of the same
type when the same settings apply to them, while reducing the number of whitelist rules
needed. Device collections may contain several similar devices and can be used in whitelist

rules.

Note that only some device classes are supported on Linux agents. By specifying the cor-

responding hardware ID, the class could be ignored during comparison.

4.2.4.2.4.1 Create device collections

How to create a device collection:

1. In the Devices node, go to the Device collections subnode and then click New from

the context menu.

2. Select the required device class on the General tab in the device collection's prop-

erties dialog.

W None - Centrally stored DriveLock policy Description Device class MNumber of de...  Comment
& Global configuration Enter text here | Enter text here “F| Entertext h... 7P| Enter text here ﬂ
% EDR o
§ Dii o test Human Interface Devices 1
rives
+ |5 Devices Properties T X
i35 Settings
Device class locking General | Devices  Usage
% Computer templates
A Descrioti
~ =_ Device whitelist rules escription |
<0 Controllers and Ports Device class j Human Interface Devices e
E Eew:tesh Comment |Z Extemal display adapters Y
martphones
& Device sollactinn- |EC 61883 {AVC) bus devices
4 Network pi Mew 4 Device collection HE In-circuit emulator devices
[@] Applicatior = Infrared interfaces
& Encryption Uz 4 P8 Media Center Extender devices
1) Defender h Mew Window from Here §5 Media player / Portable devices
- S . @ Mobile phones
? ecurity aw Export List... == Modems
B Inventn.r_y z i -4- Network adapters
= Operating eopEties Q Palm 05 handheld devices and Smartphones
Managem Help W® PCMCIA and Flash memory devices w

| nreacis daall

Cancel

Apply

3. You can then select the devices on the Devices tab by clicking the Add button.

In the following dialog, select the corresponding hardware ID of the device. You can

also connect to the Linux agent and select devices directly.

5. Once you have created a device collection, you can use it in device collection rules.
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4.2.5 Applications

DriveLock includes some application control options for Linux agents.

|6 Warning: Please note that Application Control is currently not available for IGEL cli-
ents.

1. The following settings can be used for Linux agents:
* Use Scanning and blocking mode to activate the Application Control func-
tionality

* Set Hash algorithm for hash-based rules to specify the hash algorithm used in
all rules

* Use Start learning the local whitelist automatically to automatically create a local
hash database

* By using Local whitelist and predictive whitelisting, you can use the hash data-
base as a whitelist

* With Directories learned for local whitelist (Linux) you specify the directories that
may be used for the learning process.

2. Three application rules can be used for Linux:
* File properties rule

* Special rule
e Hash database rule

To be able to use Application Control for Linux, specific requirements regarding the Linux
kernel must be met.

G Note: You can find more information about Application Control, especially about
the application rules, in the corresponding documentationat DriveLock Online Help.

4.2.5.1 Prerequisites for Application Control on Linux Agents

To support the full functionality of Application Control with whitelisting, the following
requirements must be met:

* The fanotify APl must be active in the Linux kernel

* The Linux kernel must be greater than 5.0.
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In kernel versions smaller than 5.0, only the fanotify flag FAN_OPEN_PERM is available
and only blacklisting is possible.

* The file system must support fanotify events.
Current list of supported file systems:
* bfs

* btrfs

* cifs

* ecryptfs
* ext2

e ext3

* ext4
 fuseblk
 fuse.vmhgfs-fuse
* 509660
e jfs

* minix

* msdos
* nfs

* nfs4

* nssvol

* ncpfs

* overlay
» overlayfs
* ramfs

* reiserfs
* smbfs

* squashfs
* tmpfs

e udf
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* vfat
e xfs

o zfs

Warning: Running Application Control on Linux systems alongside other fanotify-
based security solutions is not supported. This can have unforeseen consequences,
such as the failure of the operating system.

Note: Due to the limitations of fanotify, it is not possible to use Application Control
inside containers.

4.2.5.2 Scanning and blocking mode

Use this setting to select the mode DriveLock uses to scan applications on the Linux agent
and/or to initiate appropriate actions.

Please do the following:

Select Set to fixed value, and then select one of the following options from the list:

Audit only: events are generated only; you can analyze them later

Whitelist: applications may only be executed if a corresponding whitelist rule exists.
All other applications will be blocked.

Blacklist: applications are blocked only if there is a corresponding blacklist rule. All
other applications are allowed.

including DLLs: this addition also checks the shared libraries

(simulate): this addition means that the effects of your rules are tested in advance
and corresponding events are generated.

4.2.5.3 Local whitelist and predictive whitelisting

If this setting and the Automatically start learning local whitelist setting are enabled, the

Linux agent scans the file systems and automatically creates a local hash file at startup if it
does not already exist, and uses it as a local whitelist to allow files to be executed if the cor-
responding file hash is included in the list.
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gl DriveLock

gl File Action View Window Help

| f|l= H H %W

¥ Linux Tenant Test - Centrally sh:. Setting Value
¢ Global configuration Eniter text here | Enter text here T
.. -
‘I’:?; ::r}ifes Jﬁﬁcan ning and blocking mode Whitelist
'-.:;=_I Devices /& Hash algorithm to use for hash-based rules MD3
<+ Network profiles ::f_%.ﬂ.lwa:.-s audit apEl'Fat'_nn execution (independent of blockin... Mot configured (Disabled)
~ [@] Applications e " Logtification megedg
@ Settings #' Local whitelist and predictive whitelisting
@ Application rules Jb Application contrel caching Mot configured (Enabled)
[T Application behavior ruki| /8 Cache lifetime (“time-to-live") Not configured (30 minutes)
&% Application collections b{ﬁpuths without hash generstion for executed applications Mot configured
£ Script definitions /3 Directories leamed for the local whitslist CADRIVELOCK,
& Encryption 1;ﬁ.-'-'l.n'jnl:lith::nnal extensions learned for the local whitelist Mot configured
= Defender Management *,ﬁ Trusted Processes Mot configured
ER Security awareness Upload local whitelist to Drivelock Enterprise Service Mot configured (Disabled
% Inventary and vulnerability 5 Start learning the local whitelist automatically Mot configured (Enabled) I
== Operating system managerr|_2Ap,iration of the leaming phase for local leaming Mot configured (7 days)
E Management conscle /3 Ask user in case of unusual application behavior Mot configured (Disabled)
d:gﬂir\:ctnriﬁ learned for the local whitelist (Linu) Mot configured

The scan processes all ELF binaries and scripts starting with # ! start, in all or in the specified
directories configured with the setting Directories learned for local whitelist (Linux).

Limitation:

The Linux agent is not notified of system or software updates, so if updates are made during
or after the local whitelist scan, these new hashes are not included in the hash database and
cannot be executed unless a new hash scan is started. If the local whitelist is used to whitel-

ist important files of the operating system, it is recommended to disable automatic updates.

4.2.5.4 Start learning the local whitelist automatically

Use this setting to define whether local whitelist learning is started automatically (i.e. as
soon as the corresponding policy is assigned to the DriveLock Agent) or by users.

The default option is Enabled.
4.2.5.5 File properties rule

This rule allows you to specify different file properties to filter by. This rule can be created as
a whitelist or blacklist rule.

Please do the following:

In the Applications node, under Application Rules for Linux Agents, open the File prop-
erties rule.... context menu item.
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1. On the General tab, the first thing you do is set the rule type. Then you have the fol-
lowing choices:
* Path: Specify a path in Linux format (e.g. /home/test/) if you want to allow (or
block) applications from a specific path. Wildcards are allowed.

* Hash: This option verifies that the hash value of the file contents matches the
specified value. The system stores this value when creating the rule and com-
pares it with the currently calculated value at runtime. If both match, the rule is
activated. Use this option, for example, for a single application that you want to
allow or block via whitelist or blacklist.

* Owner: Use this option to restrict the starting of an application to a specific file
owner. For example, you can use this setting to allow all programs installed by
an administrator or by a trusted installer account, while blocking all applications
that were installed by other users. This also allows for automatically blocking all
applications that can be run without prior installation.

A combination of the options is possible.

2. On the Permissions tab, you can specify specific Linux users or groups for which this
rule is active. Users or groups can be included or excluded. You can specify not only
the names in Linux format, but also numeric IDs.

3. On the Time limits tab you can specify the times when you want the rule to be active.

4. On the Computers tab you can specify the computers where the rule will be active.
4.2.5.6 Special rule
The special rule can be used only as a whitelist rule.
Please do the following:

1. In the Applications node, under Application Rules for Linux Agents, open the Spe-
cial Rule context menu item....

2. On the General tab you have three options to choose from:
* Program file is part of the operating system:
This option automatically allows operating system programs from the following
system directories:
* /bin, /sbin, /lib, /lib64, /usr, /etc

* Ubuntu: /snap

* Suse: /.snapshots
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* Program file is part of DriveLock
Here binaries are allowed in the Drivelock installation folder and the "bin" folder

below it.
The custom installer drivelockd-install.sh is not included, the user must add a

rule to run the script in case of upgrades.

* Any program is started:
All started applications are allowed here, regardless of the directory.

3. On the Time limits tab you can specify the times when you want the rule to be active.

4. On the Computers tab you can specify the computers where the rule will be active.
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4.2.5.7 Application hash database rule

With this rule it is possible to create a hash database file or add an existing file previously
created on the Linux computer. Application hash database rules can be defined as blacklist
or whitelist.

Please do the following:

1. In the Applications node, under Application Rules for Linux Agents, open the
Application hash database rule.... context menu item.

2. First, select the rule type.

@ Note: Note that whitelist is supported only if the Linux kernel is greater than 5.
For example, only binaries that have a hash in the list are allowed as a whitel-
ist.

3. Then enter a rule name.

4. Under Database file you can choose to create a new file or select a file that has
already been created.

B Note: The hash database file is a text file with the format <Hash>
<Dateipfad> for each line. It can be created on the Linux client using one of
the supported hash algorithms with the supplied tool dl-hash.
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4.3 Agent remote control

Open the Operating node in the DriveLock Management Console and select Agent

remote control. You see a list of client computers where the DriveLock Agent is installed

(see figure).

@ Note: Please refer to the DriveLock Administration Guide at drivelock.help for fur-
ther information on agent remote control.

Open the context menu of the Linux client you selected and click Connect.

#® Drivelock
F_J Device Scanner
(@ Product updates and support
E'f.l Groups
[T: Policies
ECT Policy assignments
B9 DriveLock Enterprise Services [dlserver.
B DriveLock Cloud
& DriveLock File Protection
v 5 Operating
T Agent remote control
) Metwork preboot computers
¢, Shadowed files

s
Remote computer Logged-on user

B8 debian10

W ITCO00C299043DD

B TESTUR

B TEST-VIRTUAL-MACHINE
B uBuNTU

test

The following agent remote control actions are relevant for Linux agents:

I Disconnect !
Unlock temporarily...
Show RS0P...
Agent configuration...
Display inventory
Display local application whitelist

All Tasks H
Properties

Help

1. Disconnect the Linux agent.

2. Unlock temporarily... : more information here.

3. Show RSOP...

32


https://drivelock.help/

{priveLock 4 Configuration settings

Click this option to view a summary of the policy (Resultant Set of Policy) assigned to
the Linux agent. You can not change any settings here.

4. Agent configuration...
Click this option to open a dialog with information on the agent’s configuration. It
shows you the server your Linux agent receives the centrally stored policy from and, if
necessary, you can add another server or enter another tenant on the Options tab.

5. Display inventory
Click here to get inventory information on your Linux agent (on the General, Drives,
Devices, Applications and Networks tabs).

Inventory data Properties ? Xk

General Drives Devices MApplications | Patches Windows updates C

Computer idertity .

Data source Live connection to Agent
Computer name debian10

Diomain localdomain

ADS path debian10

ADS object 1D edciolcSeMa-4doh-85 b 6h 140078 3
Computer details

Vendor Wiiware, Inc.

Product Whiware Virtual Platform

Serial number Whiware-56 4d 8a 1f e3 58 31 Bbc5d6 1a a2 3b of da 35
FXEGUID

Memory 710 MB {maximum installable 0 bytes, 1 memary slots)

Cperating system details
Installed version Debian GMLU/Linwx

Service pack < none

Serial number Debian GMULinwe 10 buster)
BIOS details

Vendorand name  Phoenix Technologies LTD
BIOS date 19.05.2017

Serial number
Version

Cancel

6. Display local application control whitelist.... Click here to view the current contents
of the application hash database.

4.3.1 Application control in the agent properties

It is possible to trigger a rescan of the local whitelist via the agent remote control or via the
Drivelock command line utility drivelock-ctl -rescanapps (this requires admin-
istrator privileges).
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Please do the following:

1. Open the agent properties dialog by double-clicking the respective Linux agent.

2. Select the Application control tab.

o " Y
File Action View Help
AN -IREREN 7
8 Orvelock Remote computer Logged-on user  Last conkact Dwivelock Versi..  Agent corfiguration ,
ﬂ: E::_"'” W centosd test 092021 15:37:00 N2hH Linue Teraet Test (350
v @ o outer-soecifc oolicy custormic | WIEEERN10 test W02 61641 2120 Liuas Terartt Test (250
= m“‘"‘:ﬂ’::m ::h::i::: S| iy redee test WOSMIT 18IHIE N0 Linuee Tersaet Test (250
B Peficy assignments Y TC000C 29904300 4102021 TISEIS 212D Linum Terant Test (28
] OrvveLock Entarprise Services [cserver | MHInas-ueh test MO0 11 2120 Liness Temant Test (251
+ B DriveLock Fle Protection [ best H092021 162024 2120 Linwan Tersartt Test (290
w B Operating W esn test 102021 183543 2120 Linues Temanit Test (35
Rt i ek e O5I0021 16T 2120 Centrally stered polic
0 Metwork pre-boot computers .
% Shadowed files Propertees ? o
Gareral Deven [levcns SeraetPhories Pobces
Erorpten et
Applcation contrl mode Blackdat
Prisdaes wibalatng s Prissasri
Lozl whiskst cresbed 24092021 110313
Loscl whitwlet modified ot 28052021 110313
Databasn matecs 29635 en. 14424 hashen. [ cotficaten
[ Foeam. || ow
Loscaly laamead bsharvior rulss. ok active
Conrus leaming Pt S
Pt Behaned feeaidng 0l v
St Srop Dizvwminad
Flafrash view
Close Careel Foply

3. Click the Relearn... button to initiate a scan. This may take some time.

4. Click Show... to view the current contents of the application hash database.

Eelect drive /[ device

B Close | W ¢ | 3 Delete | @ Find @ Next
e ;_ Fis raen Hash
il gm o bash S57c027 e I0ci4 74 I SI72 Hd Tha
B ae o bty TasascE] Tela 021581 S 2m s
& B horre ® bunzp2 bISdtTn 20T p 45 L Te S Mcbatn ee
5 O o busbex [T EDEAASE 4S5 4 35 25 T
7 shn o becal b358aES1a 30 b4 12Te S cha B 1442
5 0] s o ol & TR 1 8a e BETIR Tafec Tdc 20FE1
&0 uw o breve 10n5albeZnd 475 2daaf 1000565
o bagrep 2011565450 1 THb da 154 2a 2 2o 624
o bopl b I59sE5 1038745 107 S32cba 1 445
n:bmm TAIME eltupc et 150 b 34055 1 1h
n\bm't 2432550 bef 34030 S ek BB 1 T 1
o cat T43dabch 123410 Tolike Sk a S5TI0 12
o chad e430EE S 4 Ralich X Be ZIEINEN
o chgm £5 e Bin S B e e 500 307 e
o chmed FHOcaBecSuacE 117330 1c 34 350 19605
[ — WARE M. 15) Tial e L G Bl 1077

34




{priveLock 4 Configuration settings

4.3.2 Temporary unlock from the DMC

Using temporary unlock, you can quickly and temporarily allow a connected DriveLock
Linux agent to access locked drives, devices, or applications via remote agent control in the
DriveLock Management Console (DMC).

This can also be done from the DriveLock Operations Center (DOC).
Please do the following:

1. In the context menu of the Linux agent, select the menu command Unlock tem-
porarily....

2. Specify where to apply the unlocking to (drive types or device types or both).

Laufwerke ternporar freigeben =
Agent temporar freigeben n
Bitte wahlen Sie, welche At von Laufwercen / Geraten ertspernt
werden sollen. D

Temparare Freigabe auf Agent uburtu

Bitte wahlen Sie, welche Laufwerke oder Gerate Sie freigeben wollen:

Alle freigeben [ ] Laufwerkstypen
[ ]Gerdtetypen

< Back Mext = Cancel

3. If you want to unlock applications, select Disable application control during shar-
ing in the dialog.
To add the applications used during the unlock period to the local hash database, you
can also select the corresponding option and also specify exactly which files or applic-
ations should be learned.
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Laufwerke ternporar freigeben =
Agent temporar freigeben n
Ertspem-Verhatten und -Optionen wahlen @

Optionen fir Applikationskontrolle
Applikationskontrolle wahrend der Freigabe deaktiviersn

[] Arwendungen, die wahrend der Freigabe gestartet werden, zur
lokalen Hash-Datenbank hinflgen (Lemmodus)

Anwendungsdateien, die zur Datenbank hinzugefigt werden sollen:
Dateien, die wahrend der Freigabe geschrieben wurden
Arwendungen, die wahrend der Freigabe gestartet wurden
Beides (geschriebene Dateien und gestartete Anwendungen)

< Back Mext > Cancel

4. Lastly, define the time period and specify a reason for the unlock.

Laufwerke temporér freigeben et
Agent temporar freigeben n
Bitte wahlen Sie die Dauer der Aufhebung der Spemre. @

Bitte wahlen Sie, wie lange die Freigabe der Agenten dauem soll:

(@) Zeitraum E min {endet mit Meustart)

OBisDatum  [06.10.2021 - |[1736 2|

Grund fur Freigabe fur Reporting)

< Badk Cancel
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5 Linux agents in the DOC

DriveLock Linux Agents are displayed in the DriveLock Operations Center (DOC) like other
DriveLock Agents.

The following DOC views are relevant for Linux agents:

Computer: Filter by OS Type ( & icon), for example, to group your Linux agents by
their OS type. Select any Linux agent to check details.

* Groups: If you have defined a DriveLock group for your Linux agents, it is displayed
here with information about the respective members and the assigned policies.

* Events:This view lists the events that a Linux agent sends to the DES.

* EDR: The Endpoint Detection & Response view provides continuous monitoring and
allows you to configure your response to security alerts.

* Accounts:This view provides a list of all user accounts that are allowed to access the
DOC. It also shows information on status and roles along with name and logon details.

5.1 Display license status in DOC

The Linux Agent supports Drivelock licenses for the following components, as configured
via policy: Application Control and Device Control (drive and device control).

The agent activates the components according to the license and reports the correct license
status to DriveLock Enterprise Service (DES). You can check this in the details of the com-
puter in DOC (see figure).
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Using the command line tool "drivelock-ctl -showstatus" it is possible to check the current

license status on the client.

5.2 Temporary unlock from the DOC

It is possible to temporarily unlock the application or drive accounts on the Linux agents
from DriveLock Operations Center (DOC) using the Unlock computer online action.

W Uiagramm-widgets &

& Benutzer vet-centos
— & Status (Drivelock Agent) [{ & Agenten-Version (DriveLock Agent)
B3 computer = Agenten-Status
100K
Nicht geserzt
S < Angewendete Richtlinien
w05
9874(3 i S Prien 50K = Gruppenmitgliedschaft
Gasam 048%
< Zugehorige Objekte
T T T T T T T T T T
1 il 1 111926 1222 796 74 o
< Aktionen
z 2r um =ser Spaits zu grupp < Volumes
| | Stat Spe Name ct OS S§ Letzter angemeldeter Benutzer Agenten-Version Letzter Kontakt .
< Ereignisse
cent
v &  vctcentos D deDE g 1104223 29.3.2021, 12:57:50 < Eigenschaften

]
57 Filter-Aktionen

L[ Zur Gruppe hinzufigen

7 Computerloschen

| Aktionen auf Computer ausfishren » | [F] Kenfiguration/Richtlinien aktualisieren

=

% Computer-Inventar schicken
o Inventarisierungsdaten anzeigen
B2 RSOP anzeigen

(1) Eigenschaften anzeigen

(Y Freigabe beenden

[& Weitere Aktionen ...
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The temporary unlock ends after the configured time limit. If an absolute time is specified,
the temporary unlock will survive a restart if the time is still within the configured period.

You can use the drivelock-ctl -showstatus command line command to display the
current status of the temporary unlock.

The temporary unlock can be stopped with the Stop unlock option.

In application control, the agent allows execution of all binaries and can also detect started
or written binaries and add them to the local whitelist if required in the configuration.

For device control, all USB drives or devices can be unlocked at once.

5.3 Use join token

The functionality for securely adding agents using a join token can also be used for Linux
agents. During installation, a join token is set for this purpose with the -3 option.

Example: #sudo ./drivelockd-install.sh -t root -s
https://192.168.8.75:6067 -1 /opt/drivelock -j fal73cle-6403-439d-
8850-f0a7la2fbea’

You can set the join token later with the drivelock-ctl -setjointoken command.

You can find a Linux client's join token in the computer details in the DOC.
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6 List of events

The table contains all events related to Linux as displayed in the DriveLock Control Center or
the DriveLock Operations Center (DOC). All events below are triggered by DriveLock:

You can find a list of all events that are important in connection with DriveLock in the Events
documentation at DriveLock Online Help..

The DriveLock Linux Agent sends the following events to the DES:

Event level

(Information, ..
Event text Description

Warning,

Error)

The [name] service was star-
ted.

105 Information Service started

) X The service [name] was
108 Information Service stopped
stopped.

The drive [name] ([cat-
egory]) was added to the
system. It is a [type] bus
device. The drive is

, [locked/unlocked] for this
) Drive connected and
110 Audit event's user account.
unlocked .

Device Id: [ID] [ID] (Rev.

[rev]) (Serial number [num-
ber]) Applied whitelist rule:
[rule] Screen state (key-
board [Win]-[L]): [state]

111 Audit Drive connected and The drive [name] ([cat-

locked
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Event level

Event (Information, L.
Event text Description

[»] Warning,

Error)

egory]) was added to the
system. It is controlled by
{Product} because of com-
pany policy. As an ACL was
applied to the drive, some
users may no longer be
able to access it. Itis a
[type] bus device. The drive
is [locked/unlocked] for
this event's user account.
Device Id: [ID] [ID] (Rev.
[rev]) (Serial number [num-
ber]) Applied whitelist rule:
[rule] Screen state (key-
board [Win]-[L]): [state]

The device [name] was con-
nected to the computer. It
was locked due to com-
Device connected and pany policy. Device type:
locked [type] Hardware ID: [ID]
Class ID: [ID] Applied whitel-
ist rule: [rule] Screen state
(keyboard [Win]-[L]): [state]

129 Audit

The device [name] was con-
130 Audit Device connected and nec’Fed to the compute;.
udi . _
not locked Device type: [type] Har
ware ID: [ID] Class ID: [ID]
Applied whitelist rule: [rule]
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Event level

(Information, . .
Event text Description

Warning,

Error)

Screen state (keyboard
[Win]-[L]): [state]

{Product} Agent was tem-
porarily unlocked by an
administrator. Admin-
istrator computer: [Com-
131 Audit Temporarily unlocked puterName] (unique ID
[ComputerGuid]). Admin-
istrator account: [User-
Name] (domain [Domain],
SID [SID])

The temporary unlock
mode of the {Product}
Agent was canceled by an
administrator. Admin-

. Temporary unlocked istrator computer: [Com-
132 Audit :
cancelled puterName] (unique ID
[ComputerGuid]). Admin-
istrator account: [User-
Name] (domain [Domain],

SID [SID]

The temporary unlock
139 Warni Temporary unlock mode of the {Product}
arnin

J ended Agent ended because the

unlock time elapsed.
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Event level
(Information,

Warning,

Error)

Event text

Policy storage extrac-

Description

The policy storage con-
tainer [name] cannot be
unpacked to the local com-

152 Warning i ) .
tion failed puter. Some functions rely-
ing on files stored in this
container may fail.
) o The configuration file
i Configuration file
153 Warning ) [name] was successfully
applied ,
applied.
The configuration file
Configuration file down- [name] could not be down-
154 Error
load error loaded. Error code: [code]
Error: [error]
The configuration file
] ) ] [name] could not be read.
158 Error Configuration file error
Error code: [code] Error:
[error]
The {Pre-
fixEnterpriseService}
{Pre-
) ) ) ) [name] was selected by
191 Warning fixEnterpriseService} )
{Product}. Connection ID:
selected
[ID] Used for: [Invent-
ory/Recovery/Events]
192 Warning {Pre- No {Pre-
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Event level

(Information, . .
Event text Description

Warning,

Error)

fixEnterpriseService} is avail-
fixEnterpriseService} able because no valid

not available server connection is con-
figured.

Drive types temporarily
unlocked by administrative
intervention are

Drive temporarily [DriveType1] [DriveType2]

199 Warnin
rning unlocked [DriveType3] [DriveTyped4]

]

]

[DriveType5] [DriveType6]

[DriveType7] [DriveType8]
]

[DriveType9] [DriveType10]

Device classes temporarily
) Devices temporarily unlocked by administrative
200 Warning _ ,
unlocked intervention are:

[DeviceTypes]

The application hash data-
base [FileName] is missing
o from the policy file storage.
. Application hash data- ,
221 Warning . Please check if the group
base missing . , e
policy or configuration file
is correctly applied. Rule:

[ObjectID]

535 Warni Cannot open applic- The application hash data-
arnin
g ation hash database base [FileName] cannot be
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Event level

Event (Information, L.
Event text Description

[»] Warning,

Error)

opened. Please verify the
file using Management
Console. The underlying
application rule will not
function. Rule: [ObjectID]

The encrypted com-

munications layer (SSL)
235 Error SSL: Cannot set up
could not be set up. Error:

[error]

The remote control server

component coud not be
Remote control: Cannot
236 Error set up. Agent remote con-
set up server , .
trol will be unavailable.

Error: [error]

Agent remote control: An

Remote control: internal SOAP com-
237 Error o
Internal error munications error
occurred. Error: [error]
An Agent remote control
, Remote control: Func- function was called. Calling
238 SuccessAudit ]
tion called IP address: [IP address]
Called function: [function]
A database could not be
243 Error Cannot open database !

opened. Database file:
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Event level

(Information, . .
Event text Description

Warning,

Error)

[name] Error code: [code]
Error: [error]

The Agent cannot store the
configuration status used

Cannot store con-

246 Error ] ] by other {Product} com-

figuration status

ponents. Error code: [code]

Error: [error]

L {Product} Agent cannot ini-
Cannot initialize con- o ] )
247 Error i ) tialize the configuration
figuration store
database stores.

A configuration using con-
figuration files was detec-
ted but no settings could

Configuration file: Fall- be retrieved from a con-
249 Error back configuration figuration database.
applied {Product} will fall-back to a

configuration where all
removable drives are
blocked.

The configuration file

Confi tion il [name] could not be
onfiguration file:
250 Warning . J loaded from its original loc-
Using cached copy _
ation. A locally cached copy

was used.
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Event level
Event (Information, ..
. Event text Description
ID Warning,
Error)
A {Product} configuration
file could no be extrac-
Configuration file: Can- ted.%rSettings from this
251 Error . . .
not extract file will not be applied.
Database file: [name] Error
code: [code] Error: [error]
Cannot merge the con-
Cannot merge con- ] ]
] ] figuration database [name]
264 Error figuration database _ ,
_ into the resulting set of
with RSoP )
policy.
] No server is defined for
No server defined for ) ]
287 Error ) uploading collected invent-
Inventory
ory data.
Hard- and software invent-
. ory data was successfully
' Inventory collection suc-
288 Information collected and uploaded.
cessful
DES server: [server name]
Connection ID: [ID]
An error occurred while col-
. lecting hard- and software
' Inventory collection .
289 Information failed inventory data.DES server:
aile
[server name] Connection
ID: [ID] Error: [error]
294 Error Cannot download cent- The centrally stored policy
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Event level

(Information, . .
Event text Description

Warning,

Error)

[name] could not be down-
rally stored policy loaded. Server: [name]
Error: [error]

A centrally stored policy
could no be extracted. Set-
Centrally stored policy: tings from this file will not
295 Error : . :
Cannot extract be applied. Configuration
ID: [ID] Error code: [code]

Error: [error]

A configuration using cent-
rally stored policies was

) detected but no settings
Centrally stored policy: ,
i ) could be retrieved from a
297 Error Fall-back configuration _
) server. {Product} will fall-
applied ] )
back to a configuration

where all removable drives

are blocked.

The centrally stored policy
_ Centrally stored policy [name] was successfully

299 Information ] i
downloaded downloaded. Configuration

ID: [ID] Version: [version]

A {Product} system com-
443 Error Component start error ponent C?UId not be star-
ted on this computer. Error

code: [code] Error: [error]
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Event level

Event (Information, L.
Event text Description

[»] Warning,

Error)

Component ID: [ID]

The execution of a process
was blocked by company
policy. Process: [Pro-
cessName] File Hash: [Pro-
cessHash] Applied rule:
[ObjectID] Rule type:
[WIType] File owner (user
name): [UserName] File
owner (user sid): [SID] File
version: [FileVersion] Cer-
473 Audit Process blocked tificate issuer: [Certlssuer]
Certificate subject: [Cer-
tSubject] Certificate serial:
[CertSerNo] Certificate
thumb print: [Cer-
tThumbprint] Description:
[VerDescription] Product:
[VerProduct] Command
line: [CmdLine] Parent Pro-
cess: [ProcessName] ([Pro-
cessGuid]

A process was started. Pro-
cess: [ProcessName] File

474 Audit Process started Hash: [ProcessHash]
Applied rule: [ObjectID]

Rule type: [WIType] File

49



{JpriveLock 6 List of events

Event level

Event (Information, L.
Event text Description

[»] Warning,

Error)

owner (user name): [User-
Name] File owner (user sid):
[SID] File version: [FileVer-
sion] Certificate issuer: [Cer-
tissuer] Certificate subject:
[CertSubject] Certificate
serial: [CertSerNo] Cer-
tificate thumb print: [Cer-
tThumbprint] Description:
[VerDescription] Product:
[VerProduct] Unique Pro-
cess ID: [ProcessGuid] Com-
mand line: [CmdLine]
Parent Process: [Pro-
cessName] ([ProcessGuid]

Cannot load company

All {PrefixES} not reach- policy. All configured {Pre-
520 Error ) ) ]
able fixEnterpriseService}s are
not reachable.
) Cannot determine the com-
Cannot determine com-
521 Error puter token. Error code:
puter token
[code] Error: [error]
An error occurred while
Error loading policy loading policy assignments
522 Error ]
assignments from server [name]. Error:

[error]
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Event level

(Information,

Warning,

Error)

Event text

Description

523 Error

Policy integrity check
failed

The integrity of an assigned
policy could not be veri-
fied.%rPolicy ID: [ID] Policy
name: [name] Actual hash:
[value] Expected hash:
[value]

533 Warning

No policy - wiped

No valid policy available -
the company policy was
wiped because the com-
puter was offline for a long
period of time.

546 Warning

Application control tem-
porarily disabled

Application control was
temporarily disabled by
administrative intervention.
Learn written files:
[LearnWrittenFiles] Learn
executed files: [LearnEx-
ecutedFiles]

584 Information

Inventory started

Inventory generation was
triggered by DES.

593 Information

Machine learning com-

pleted

Machine learning for local
application whitelist was
completed.

594 Error

Error during machine

An error occurred during
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Event level

(Information, . .
Event text Description

Warning,

Error)

machine learning of the

| , local application whitelist.
earnin

g Step: [StepName] Error

code: [ErrorCode]

An error occurred during

) ) machine learning of execut-
Error during machine i )
595 Error . able file "[FileName]". Error
learning
code: [ErrorCode] Error:

[ErrorMessage]

Machine learning of execut-
) Machine learning com- able file "[FileName]" com-

596 Information
pleted pleted. Reason:

[AlfLearnReason]

The company policy con-
tains settings for applic-
o ation control features
Application control o o
597 Error _ _ requiring a special license
license required o
which is not present on the
system. Error: [ErrorMes-

sage]

Server certificate error
detected. Certificate:
[name]. Error message:
[text]

639 Error Server certificate error
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Event level

Event (Information, L.
Event text Description

[»] Warning,

Error)

The loading of a DLL was
blocked by company
policy. Process: [Pro-
cessName] ([ProcessGuid])
Applied rule: [ObjectID]
Rule type: [WIType] DLL File
Name: [ProcessName] DLL
File Hash: [ProcessHash]
File owner (user name):

. [UserName] File owner

648 Audit DLL blocked ) ) )
(user sid): [SID] File version:
[FileVersion] Certificate
issuer: [Certlssuer] Cer-
tificate subject: [Cer-
tSubject] Certificate serial:
[CertSerNo] Certificate
thumb print: [Cer-
tThumbprint] Description:
[VerDescription] Product:
[VerProduct]

A DLL was loaded. Process:
[ProcessName] ([Pro-
cessGuid]) Applied rule:
[ObjectID] Rule type:

649 Audit DLL loaded [WIType] DLL File Name:
[ProcessName] DLL File
Hash: [ProcessHash] File
owner (user name): [User-
Name] File owner (user sid):

53



{JpriveLock 6 List of events

Event level

Event (Information, L.
Event text Description

[»] Warning,

Error)

[SID] File version: [FileVer-
sion] Certificate issuer: [Cer-
tlssuer] Certificate subject:
[CertSubject] Certificate
serial: [CertSerNo] Cer-
tificate thumb print: [Cer-
tThumbprint] Description:
[VerDescription] Product:
[VerProduct]

. . Machine learning for local
) Machine learning star- o T
679 Information application whitelist was

ted
started.
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7 Command line tool

Use this command line tool to change the local configuration of a Linux Agent or to display
the current configuration. You will find the drivelock-ctl tool in the installation directory of
the DriveLock Linux Agent.

The following commands are available (see figure):

:§ Jopt/drivelock/drivelock-ctl h

DrivelLock, 21.2.0.36779
Usage: drivelock-ctl [Option]

Options:
-enabletracing <level= Enable service logging. Parameter is optional.
-disabletracing Disable service logging
-updateconfig Trigger a configuration update
-showstatus Show drivelock configuration status
-setjointoken <join token=> Set join token
-settenant <tenantname= Set tenant name
-setserver [http(s)://<server=:<port=] Set one or more server(DES) URLs,

URLs should be delimited by ;

-recreatebootdevices Re-load boot devices
-rescanapps Re-create local whiteliste

* enabletracing: Enables tracing to the Drivelock.log file residing in the install-
ation directory in the log child directory.

* disabletracing: Disables tracing

* updateconfig: Updates your configuration, e.g. if you have made changes to your
policies. The Linux agent then immediately connects to the DES and loads the changes

* showstatus: Shows the current status of the Linux client and informs when, for
example, the DES was last contacted, which policies are assigned or which DriveLock
modules are licensed (see figure)
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RL(s):
ver contact at: 10,2021 16:4
tory at: unk n

Temporary unlock: Mot active

assigned Policles:

44-4151-979 sc2edotda
Tenant Test

* setjointoken <join token>:Specify here the join token that will be set during
the installation.

* settenant: Specifies the tenant for your Linux agent
* setserver: Specifies the DES that communicates with the Linux agent

* recreatebootdevices: Creates a new list of currently connected USB devices that
should always be allowed at boot time

* rescanapps: Creates a new local whitelist
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